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F OR THE LAST FEW years the use of open
standards for communication over the Internet has seen increasing use inside and outside organizations. Use of Internet standards and its tools to provide information within an organization is considered an intranet. Extranets use the Internet standards and tools to provide information to individuals outside an organization. Intranets and extranets have become useful tools to distribute information throughout a distributed organization. Intranets and extranets are being used widely in many business applications to communicate information to customers and employees. Intranets and extranets are also being used more frequently in medicine.
Information system technology in radiology is used for the intelligent delivery of image related information and knowledge to the point of use to improve medical care and to facilitate understanding. Intranets and extranets are becoming one of the primary technologies to widely distribute image related information.
In radiology, medical information consists of images and text based information associated with those images. The fact that Internet technologies have developed to distribute text as well as image based information, makes them well suited to use in imaging related applications.
Open Internet standards such as HTTP, e-mail, FTP and Java provide the basic framework for the development of imaging related intranets and extranets. A new client server standard is evolving with the use of WEB based computing with thin clients and reusable object oriented technology.
Intranets and extranets are being used to distribute images and reports, both within an enterprise and to physicians external to the enterprise. Imag- ing intranet applications generally use Web based technology for viewing of images and reports using a web browser. Images are viewed using a plug-in or Java application in a Web browser. Transmission of images over the Internet is also becoming a reality using DICOM and virtual private networks. In addition, online teaching files and research image databases are becoming increasingly popular. The basic architecture for an intranet or extranet is demonstrated in Fig 1. An intranet/extranet server is connected to an image archive, radiology information system and hospital information system. The server then communicates using Internet standards to thin clients or may use the DICOM protocol to communicate over the Internet to a Web based DICOM viewer.
Two key technologies which required for intranet and extranet applications are image compression and Internet security. Wavelet and MPEG II image compression techniques can significantly decrease transmission time over medium speed networks. These compression technologies are required for universal access to images.
The use of public networks for communication of patient information requires enhanced security. New secure transmission technologies are being developed for secure commercial applications on the Internet. These same technologies can be applied to medical imaging. Secure intranets and extranets require authentication, privacy, authorization, integrity and access tracking to ensure patient confidentiality. Use of public communication networks also requires security to prevent unauthorized access to patient information, as well as the ability to protect that information from unauthorized access or modification. Many of these security concerns are being addressed using public key encryption, digital signatures, digital certificates and virtual private networks.
Medical intranets and extranets are one tool to provide integrated delivery of diverse medical information including images, text and sound. These technologies need to be integrated into an organized system to provide intelligent display of diverse medical information.
